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Pré-requis
Installation de apache2 et openssl :

On utilise aperture (apt) pour mettre a jour la machine :
sudo apt update && sudo apt upgrade -y
Ensuite on installe openssl et apache?2 :

sudo apt install apache2 openssl

Mise en place des services:

On lance les services d'apache2 avec systemctl :

sudo systemctl start apache2
sudo systemctl enable apache2

Ensuite on vérifie les services grace a I'option status :
sudo systemctl status apache2

Résultat :

x:~% sudo systemctl status apache2
® apache2.service - The Apache HTTP Server
Loaded: loaded (/lib/systemd/system/apache2.service; enabled; preset: enabled)
Active: active (running) since Mon 2025-02-10 10:06:44 CET; 2 days ago
Docs: https://httpd.apache.org/docs/2.4/
Main PID: 640 (apache2)
Tasks: 11
Memory: 93.7M
CPU: 4.140s
CGroup: /system.slice/apache2.service

Feb 10 10:06:44 vbox systemd[1]: Starting apache2.service - The Apache HTTP Server...
Feb 10 10:06:44 vbox systemd[1]: Started apache2.service - The Apache HTTP Server.




On vérifie aussi sur notre navigateur :
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(a Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server,

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian’s Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian toals. The configuration system is fully
documented In /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

fetc/apachels

|-- apache2.conf

! - ports.conf
/-~ mods-enabled

! [-- *.1oad
{] “-- *conf
/-~ conf-enabled

! *. conf
|-- sites-enabled
/ -- *.conf

« apache2. conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

« ports.conf is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime,

« Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or
wirkial hark sanfaneaiane paenarHhaie

Les services d'apache2 sont fonctionnels

Génération du certificat

Géneration certificat SSL et d'une clé privé avec OpenSSL :

On utilise openssl pour générer le certificat :

sudo openssl req —-x509 -nodes -days 365 -newkey rsa:2048 -sha256 -out
/etc/apache2/server.crt -keyout /etc/apache2/server.key

openssl req : C'estla commande OpenSSL pour créer une demande de certificat ou un
certificat auto-signé.

-x509 : Indique a OpenSSL de générer un certificat auto-signé.

-nodes : Signifie "no DES", ce qui signifie que la clé privée ne sera pas chiffrée avec un mot
de passe.

-days 365 : Spécifie que le certificat sera valide pendant 365 jours.

-newkey rsa:2048 : Crée une nouvelle clé privée RSA de 2048 bits.

-sha256 : Utilise I'algorithme de hachage SHA-256 pour signer le certificat.

-out /etc/apache2/server.crt :Spécifie le fichier de sortie pour le certificat auto-signé.
-keyout /etc/apache2/server.key : Spécifie le fichier de sortie pour la clé privée.




Résultat :

user@vbox:~$ sudo !!
sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -sha256 -out /etc/apache2/server.crt -keyout /etc/apache2/server.key
[sudo] password for user:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are gquite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:FR

State or Province Name (full name) [Some-State]:IDF

Locality Name (eg, city) []:PARIS

Organization Name (eg, company) [Internet Widgits Pty Ltd]:IPSSI
Organizational Unit Name (eg, section) []:PRS

Common Name (e.g. server FQDN or YOUR name) []:name

Email Address []:no@mail.com

On nous demande plusieurs choses :

Champ Exemple (dans mon cas) Obligatoire
Country Name FR Oui
State or Province Name IDF Non
Locality Name Paris Non
Organization Name IPSSI Non
Organizational Unit Name PRS Non
Common Name name Oui
Email Address no@mail.com Non

Changement des droits sur le certificat :

On utilise chmod pour changer les droit sur le certificat :
sudo chmod 440 /etc/apache2/server.crt

chmod 440 :donne uniquement le droit de lecture au group de I'utilisateur et au propriétaire
avec 4. Et donne aucun droit au autres avec 0.

Ensuite on vérifie que les droit soit bien modifié avec Is :
1ls -1 /etc/apache2/server.crt

Résultat :

/box:~% ls -1 /etc/apachel/server.crt

1 root root 1375 Feb 12 11:43 /etc/apache2/server.crt

On a bien r pour le propriétaire et le groupe de I'utilisateur.

Configuration d'apache



Configuration de I'emplacement des certifications :

On modifie I'emplacement des certifications dans le fichier de configuration de apache :
sudo nano etc/apache2/sites-available/default-ssl.conf

On modifie les deux lignes comme ceci :
SSLCertificateFile /etc/apache2/server.crt

SSLCertificateKeyFile /etc/apache2/server.key}}

Activation du module SSL et du site SSL.:

On active le module SSL avec a2enmod :
sudo a2enmod ssl

a2enmod : active un module apache.

On active le site en SSL avec a2ensite:
sudo a2ensite default-ssl

a2ensite :active un site apache.

On recharge le service avec service pour appliquer les modifications :

sudo service apache2 reload



On vérifie sur navigateur :
QO & https://localhost

@ Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed

at this site is working properly. You should replace this file {located at /var/www/html/index . html)
before continuing to operate your HTTP server,
If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview
Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented In fusr/share/doc/apache2/README.Deblan.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the

apache2-doc package was installed on this server.
The configuration layout for an Apache2 web server installation on Debian systems is as follows:

lete/apache2s
{-- apachez.conf

/ ‘-~  ports.conf
{-- mods-enabled

/ [-- *.1oad

/ ‘== *.conf

{-- conf-enabled

/ T-- *.conf

[-- sites-enabled

/ ‘== * conf

« apache2. conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

« ports.conf is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime.

le site fonctionne bien en https.

Désactivation de du site en http

On utilise a2dissite pour désactiver le site par default (en http):
sudo a2dissite "000-default"

a2dissite :désactive un site apache.

Ensuite on recharge a nouveau le service apache?2 :

sudo service apache2 reload

Redirection http -> https

On rajoute la redirection dans le document de configuration de notre site :

sudo nano /etc/apache2/sites-available/default-ssl.conf
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On rajoute ces lignes au debut du fichier :

<VirtualHost *:80>
Redirect permanent / https://localhost

</VirtualHost>

Le site nous renvoie directement sur la version https de celui-ci :
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